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Abstract

This paper presents a user study of information security and
cryptography professionals, focusing on the use of infor-
mation behavior models. The methodological procedure pro-
posed in this paper uses as a base model the information be-
havior model proposed by Choo et al. (2000), which divides
human information behavior into three processes: infor-
mation need, seek and use. The exploratory, descriptive and
quali-quantitative study was carried out with 50 professionals
from the Brazilian Community of Information Security and

1 Introduction

In contemporary society, information has become the
main wealth of organizations and an indispensable as-
set in the performance of any activity. It is present in
all environments and in all social, scientific, technolog-
ical, cultural, political and economic activities.

As raw material of this new capitalist model, infor-
mation is essential for the economic and cultural de-
velopment of society. In this context, the intensive use
of information technology, as a mechanism to facilitate
collection, production, processing, transmission and
storage, leads to overwhelming changes in the world
(Viera, 2007). The intensive use of information tech-
nology and the emergence of the Internet in the late
20th century have increased the number of computer
security incidents.

1.1 Research Problem

Maintaining information security is a job that may re-
quire the specialist to search various sources of infor-
mation. Decision making depends on the correlation of
information that may be distributed in these various
sources. Processing this information is a task that often

Cryptography (Comsic) through questionnaires, interviews
and documentary analysis. Four subgroups were identified:
cryptographic algorithms and protocols research group, cryp-
tographic hardware and firmware development group, net-
work security professionals group, and information security
managers group.
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requires the support of other specialists, demands time
and can be crucial for business continuity.

The great challenge for this professional is to deal with
a mass of information about cryptography, policies,
norms, methodologies, threats, vulnerabilities, attack
techniques, and forms of control, normally dispersed
across diverse sources of information.

These professionals are subjected to known problems,
whose solutions may be stored in information systems,
such as the organization's databases, through which
information can be shared, or in personal notes and
records. There are also new problems that will require a
search for new knowledge and information to identify
the best ways to solve them.

In this context, this paper aims, based on a study of
information users, to understand how these information
security and cryptography professionals deal with in-
formation, using information behavior models and the
analysis of the needs, seeking, and use of the infor-
mation of these specialists examined within their pro-
fessional and organizational context. There are studies
on the information behavior of professional categories,
such as physicians, engineers, scientists and academics,
but a lack of research involving professionals in the
field of information security and cryptography.
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This research is based on the hypothesis that under-
standing the information behavior of this group of in-
formation security specialists, the way they seek in-
formation, which sources are the most consulted and
what use they make of the information found can con-
tribute for the improvement of the decision-making
processes involved in the daily exercise of these pro-
fessionals and for the improvement of the processes of
search and use of information.

1.2 Research Questions

The research aimed to answer the following questions:

1) Is there a common information behavior
among information security professionals?

2) Can this behavior be diagnosed?
3) What theoretical bases can be used?

4) What recommendations can be drawn from
this to assist in the provision of information
services for these professionals?

1.3 Research Objectives

done to find out what users need in terms of infor-
mation or to know if the information needs of users of
a library or an information center are being adequately
met." Through these studies, it is verified why, how
and for what purposes individuals use information and
what factors affect such use. These are surveys to iden-
tify and differentiate the characteristics, interests, needs
and information habits of real and potential users of an
information unit.

The use of information behavior models allows the
identification and understanding of the factors affecting
the behavior of these professionals and enables the
elaboration of the questions that will be asked to the
respondents through questionnaires, interviews and
documentary analysis. Without the use of models, it is
difficult to analyze the results collected in the field.

2.2 The Integrative Model of Choo et al. (2000)

The general objective of the research is to characterize
the information behavior of information security and
cryptography experts, that is, how they seek and use
security information, which is the information used to
provide information security.

The specific objectives are:

1) To propose a methodological procedure for the
study of the information behavior of the infor-
mation security professional;

2) To diagnose the information behavior of the in-
formation security professional from a theoreti-
cal framework;

3) To propose recommendations for improving the
process of seeking and using the information.

2 Literature Review

2.1 Information Behavior

Gasque e Costa (2003) emphasize that the term infor-
mation behavior is often used in the international litera-
ture. In Brazil, knowledge about information behavior
is usually addressed under the label of "user studies".

In Wilson's view, information behavior comprises
"those activities a person may engage in when identify-
ing their own needs for information, searching for such
information in any way, and using or transferring that
information” (Wilson, 1999).

According to Figueiredo (1994), studies of information
behavior or user studies are "investigations that are

The Information Behavior Model of Choo et al. (2000)
was chosen because it describes all stages of infor-
mation behavior. It is a model that integrates theories
and models of the human information behavior de-
scribed below. According to Choo, information behav-
ior comprises three processes: i) Information Need; ii)
Information Seeking; and iii) Information Use. Each is
influenced by cognitive, affective, and situational fac-
tors, as shown in Figure 1.

According to Choo et al. (2000), information needs are
often analysed as cognitive needs, gaps or anomalies in
the state of knowledge of a person, which can be repre-
sented by questions or topics. These questions can be
presented to a system or information source. Satisfying
the cognitive need involves retrieving information
whose subject corresponds to the query. The hypothe-
sis of the anomalous state of knowledge was proposed
by Belkin (1980), according to which individuals who
seek information are almost always unable to specify
their needs, since they cannot readily express what they
do not know or what is lacking (Choo, 2003). The per-
formance of organizational tasks, including planning
and decision making, are the main drivers of cognitive
needs.

In the "Information Need" layer, the "Cognitive Fac-
tors" can be described according to Dervin's Sense-
Making model (1983). In the model of sense-making,
the individual moves in space and time, taking steps
through experiences and is continuously creating
meanings. The "Affective Factors" of the model de-
scribe how the emotional aspects of the individual in-
fluence and are influenced by the individual's ability to
construct meanings to solve the information needs. In
relation to the "Situational Factors”, the information
needs arise from the problems, uncertainties and ambi-
guities found in specific situations and experiences that
are the combination of many elements that relate not
only to the subject, but also to the situational factors,
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such as clarity of objectives, consensus, magnitude of
risk, quantity of control, professional and social norms;
and limitations of time and resources.
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Figure 1. Information Behavior Model of Choo et al. (2000)
Source: Choo (2000)

In the "Information Seeking" layer (Figure 1), the pro-
cess of information seeking occurs because of infor-
mation needs. According to Choo et al. (2000), the
experience of information needs does not always lead
to the information seeking. People can rely on their
own memory or intuition to fill the information need.
People can also suppress their information needs or
avoid a problem situation so that no information seek-
ing will be required. In Kuhlthau's view (1993), during
the search, the user experiences three kinds of experi-
ence: emotional (feelings), cognitive (thinking) and
physical (action) (Choo, 2003). At the “Cognitive Lev-
el,” the individual selects the source that is perceived
as the one most likely to provide information that will
be relevant and useful. In the “Affective Level,” the
degree of personal motivation and interest of the indi-
vidual in the problem or topic will determine the
amount of energy that will be invested in the infor-
mation seeking. Kuhlthau (1993) suggests that as the
information searching progresses, the initial feelings of
uncertainty and anxiety are reduced and confidence
increases. If the theme becomes clearer to the point of
developing a focus for research, the individual will
become highly motivated, and if that pursuit continues
well, there will be an increase in the sense of satisfac-
tion and fulfillment. At the “Situational Level,” the
selection and use of sources are influenced by the
amount of time and effort (physical, intellectual and
psychological) needed to locate and contact the source
and interact with it to extract information. These attrib-
utes can be grouped into a variable called perceived
accessibility of the source.

In the “Information Use” layer (Figure 1), the use typi-
cally involves the selection and processing of infor-
mation to answer a question, solve a problem, make a
decision, negotiate a position or make sense of a situa-
tion. Whether information will be used or ignored de-

pends to a large extent on its relevance to the clarifica-
tion of the issue or to the solution to the problem. At
the “Cognitive Level,” an individual's style and cogni-
tive preferences influence the way information is pro-
cessed and used. In the “Affective Level,” when pro-
cessing information, people avoid using information
that will arouse strong and negative emotions, in others
or in themselves. People use information selectively to
avoid embarrassment, conflict, or regret, to maintain
self-image and to improve personal status or reputa-
tion. In the “Situational Level”, the degree to which a
task has been structured by rules and routines will have
an impact on the use of information. Organizations rely
on standard operating procedures to guide information
processing.

Streams of
Experience

« Suppress, avoid problems
« No information seeking
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of knowledge, ability to make
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Figure 2. Integrative Model of Information Behavior
Source. Choo (2000)

The three phases proposed by Choo, Information Need,
Information Seeking and Information Use can be inte-
grated into a single model, as shown in Figure 2. The
individual experiences an information need when he
perceives a gap in his state of knowledge or in his abil-
ity to build meaning. The perception of the information
need is shaped by cognitive, affective and situational
factors. The individual can choose to suppress this
need, avoiding the problem situation so that there is no
information seeking. Alternatively, the individual may
decide to fill this gap of knowledge or understanding
by searching for purposeful information. During the
information seeking, the selection and use of infor-
mation sources depends on the accessibility and per-
ceived quality of the source, the complexity of the task
and the personal interest. Information may also be re-
ceived "by chance" because of regular media surveys
or conversations with others, even if those activities
have not been directed at meeting specific information
needs.

3 Methodology

3.1 Research Characterization

The research presented in this paper is classified as
applied, since it aims to generate knowledge for practi-
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cal application and is directed to the solution of specif-
ic problems. As for the objectives, this research is de-
fined as exploratory and descriptive. Exploratory re-
search aims to provide greater familiarity with the
problem for making it more explicit or for constructing
hypotheses. It includes a bibliographical survey and
interviews with people who have had practical experi-
ences with the researched problem. The descriptive
research has as its main objective the description of the
characteristics of a certain population or phenomenon.
In the research, the quantitative and qualitative or
mixed approaches were adopted, because combining
these two approaches would be more adequate for
reaching the objectives of the research.

3.2 Population and Sample

The population studied is comprised of information
security and cryptography professionals. The selected
sample for the research is constituted by members of
the Brazilian Community of Information Security and
Cryptography (Comsic), which brings together 412
professionals of the sector.

3.3 Data Collection Instruments

As a data collection instrument, the research employed
a questionnaire containing 21 factual questions,
through which it was possible to identify the needs, the
seeking and the use of information. This questionnaire
was sent by e-mail to 412 professionals in the sector, of
which 50 participated in the survey. The questionnaire
was used to collect quantifiable data from the survey,
such as demographic characteristics and the most used
sources of information, as well as frequency of use.

Among those professionals who answered the ques-
tionnaire, 10 were randomly selected for a semi-
structured interview, through which it was possible to
collect qualitative aspects of this behavior and to deep-
en the understanding of the results collected in the
questionnaires. Through the interview, it was possible
to ask questions that required long narratives. The in-
terview used in the research is composed of open ques-
tions, made orally, following a previously established
sequence.

Another instrument used was the documentary analy-
sis, which allowed us to obtain corporate data, such as
specifications and project plans, which, directly or indi-
rectly, influence the information behavior.

3.4 Methodological Procedure

Based on the view proposed by the Choo et al. (2000),
which incorporates the ideas of other authors such as
Taylor (1968), Taylor (1996) and Ellis (1989), a meth-
odological procedure was established for the research,
shown in Figure 3, which was structured in 4 parts: i)
Professional Profile; ii) Information Need; iii) Infor-

mation Seeking; and iv) Information Use. The use of
the procedure also allowed for the elaboration of a
questionnaire structured in four parts.

The first part of the procedure, which corresponds to
the identification and characterization of the Profes-
sional Profile, gathers information that helps to charac-
terize and understand the behavior of the individual.
This step includes the collection of demographic in-
formation such as age, level of education, area of edu-
cation and career trajectory. All of them influence this
behavior.

The second part of the procedure, which corresponds to
the first Information Need process of the Choo’s et al.
Model (2000), aims to analyze the information needs of
the professional. These needs, in the adopted proce-
dure, are characterized according to the Taylor’s Needs
Classification System (1968): Visceral, Conscious,
Formalized and Adapted.

The third part of the procedure, which corresponds to
the second process or process of Information Seeking
of the Choo’s et al. Model (2000), aims to characterize
how the information seeking occurs. The sources used
by information security professionals are investigated.
The quality of the sources and information sought is
also evaluated, using criteria of relevance, frequency
and reliability of sources and information.

The fourth and last part of the procedure, which corre-
sponds to the third process or process of Information
Use of the Choo et al. Model (2000), aims to identify
how the information sought is used. To characterize
this step, the research was based on the classification
system proposed by Taylor (1996) on the use of infor-
mation, which can be classified in: Enlightenment,
Problem Understanding, Instrumental, Factual, Con-
firmational, Projective, Motivational and Personal or
Political.

The methodological approach adopted in the research
is presented in Figure 3. The research group consists of
professionals working with information security and/or
cryptography in the following subareas: 1) Crypto-
graphic algorithms and protocols research and devel-
opment, 2) Cryptographic hardware and firmware de-
velopment, 3) Network security management, and 4)
Information security management.

The first group of research and development of crypto-
graphic algorithms and protocols professionals elabo-
rates solutions that involve the use of cryptography.
Cryptography is an area that requires knowledge nor-
mally offered by graduate and advanced courses in
mathematics, statistics, electrical engineering or com-
puter science.

The second group of development of cryptographic
hardware and firmware professionals consists of engi-
neers with bachelor’s degree and graduate degrees in
electrical engineering and electronics technicians.
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The third group of network security professionals se-
lected for the survey is comprised of specialists with
bachelor’s degree in computer science, computer engi-
neering, electrical engineering and network engineer-
ing. They are responsible for installing and updating
systems to maintain the security of computer networks.

The fourth and last group of information security man-
agement professionals is composed of experts from
different areas of education, with specialization courses
in information security management.

4 Results

Based on the analysis of the answers obtained, it can be
said that 82% are male and 18% are female. Regarding
the age, only 4% are less than 25 years old, 38% of
those surveyed are in the range of 26 to 35 years, con-
stituting the majority group, between 36 and 45 years
are only 18% of the respondents, there are 24% in the
range of 46 to 55 and just under 16% in the range of 56
or more. The group selected for the research has a high
level of education: 4 with post-doctoral degree, 12 with
doctor’s degree, 14 with master's degree, 15 with spe-
cialization courses, and 12 with bachelor’s degree. Re-
garding the area of education, there is a predominance
of computer scientists with 38%, 16% are professionals
from other areas, 14% are information security special-
ists, 8% are engineers, 8% are mathematicians, 4% are
military, 4% are information scientists, 2% are physi-
cists.

Regarding the topics, Table 1, on the seeking frequen-
cy by theme, shows that the most frequently searched
subjects selected by the experts selected in this research
are "Cryptography”, with 32.6%, secondly, "Security
of communications and operations", with 29.5% and"
Information security applied to information systems",
with 27.3%. Among the less frequently searched topics
are "War and cyber defense", with 9.5%, "Digital law"
with 4.9% and "Expertise and investigation of cyber-
crimes"”, with 5%. It should be noted that these percent-
ages reflect the preferences of a group composed most-
ly of computer science professionals.

Table 2, on the relevance of each type of information
source, shows that the "Colleagues” are considered the
most relevant source, or extremely relevant by 55.9%
of the respondents. Then there are the "Specialized
books and magazines", with 50%, and the "Articles"
and "Specialized sites", with 47.1%. As relevant appear
in the research, "Conferences, workshops and events"
with 47.1; "Search sites" and "Forums and mailing
lists", with 44.1%; and "Conference proceedings"”, with
41.2%.

According to the data in Table 3, 30.2% of the re-
spondents considered the "2013 Crypto Conference"
extremely relevant and 25.6% "Eurocrypt 2013".
37.8% considered the "Infosec World Conference &
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Expo 2013" conference to be relevant and 37.2% "RSA
Conference 2013".

The "Gartner Security & Risk Management Summit",
considered relevant by 34.9% of specialists, and the
"Public Key Cryptography 2013", by 34.1%, should be
highlighted in this table.

Table 4 on the types of information sources most fre-
quently used in the information seeking are "Search
Sites", with 85.3% and "E-mail", with 52.9% which
may suggest the use of mailing lists sent by email. An-
other two types of sources that deserve special mention
are the "Personal Registries", with 47.1% and the "Col-
leagues”, with 44.1%.

The results obtained, especially in the interviews, show
that there is no uniformity in relation to the sources
consulted by these professionals, nor an unanimity
about which source is most important.

Table 5 presents the results on the frequency of infor-
mation use by the professionals. These results indicate
that the most frequent use of information is for "Prob-
lem Solving", with 63.6%. The use of information for
"Problem Solving" is also considered extremely rele-
vant by 81.8% of professionals. The use of information
for "Learning”, that is, for the acquisition of new
knowledge that can be used to solve future problems,
appears as the second type of most frequent use of in-
formation, with a rate of 59.1%. It is also considered
extremely relevant by 77.3% of respondents.

The research data show that the sectors in which these
professionals work act as units of information, in which
the creation, use and sharing of information occur. Re-
search also shows that the main uses of information are
for problem solving and for learning. Information shar-
ing and storage occur less frequently, although they are
considered relevant. The research also reveals that the
possible uses of information depend, above all, on the
type and nature of the work performed.

The theoretical research model proposed in this study
proved to be an effective instrument in the achievement
of the research objectives by helping to formulate ques-
tions that enabled the identification of the phenomena
that involve the informational behavior of information
security professionals.

After collecting, analyzing and consolidating the data,
it was possible to conclude that the general objectives
and the specific objectives were reached and that the
answers to the research questions were not only ob-
tained, but also enabled the emergence of new thematic
ones to be researched in future works.

The results presented indicate that there is a common
and diagnosable behavior among information security
professionals. As professionals working on information
security deal with a multitude of topics, the category
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was subdivided into subgroups according to the subar-
ea in which they operate.

The multidisciplinary nature of information security is
reflected in the composition of the professionals who
work in the area, that is, the group of experts selected
for the research is composed of professionals from dif-
ferent educational areas. This heterogeneity, which at
first seemed to be an obstacle to the research, proved to
be useful throughout its development and a decisive
factor in the analysis and perception of the different
behaviors.

Based on the theoretical research model adopted in this
study, it was possible to diagnose the behavior of the
researched group and to perceive that there are clear
similarities and differences among its members, due to
several factors, among them the nature of the work
performed by the professional, training, time of experi-
ence, time of experience in the same organization.

Regarding the information needs, because it is an un-
observable cognitive phenomenon, unlike the infor-
mation seeking and use behavior, it was assumed that
the needs emerge from the activities performed by
these specialists.

In the case of professionals working in network securi-
ty, these professionals live daily with the solution of
problems, which has as basic characteristics instantane-
ity and urgency to be solved. The information needs
arise from the need to find information to help solve
these problems. The information involves procedures
and solutions found in forums, mailing lists or special-
ized websites.

In the case of professionals who work with medium
and long-term project development, the searches occur
with greater intensity in the initial phases of the pro-
ject. It is also at this stage that the sharing and dissemi-
nation of information with the other team members
occurs. In short, it can be said that information seeking
and use behavior is directly related to the project phas-
es and is directly related to the nature of the work.

Information security management professionals inter-
viewed in the survey are responsible for all tasks relat-
ed to maintaining information security. The main char-
acteristic of the professionals selected in the research is
to deal with various types of problems. They are re-
sponsible for designing policies that, like those in-
volved in project development, focus their research at
the beginning of policy making and follow the patterns
of search behavior proposed by Ellis (1989).

In the information seeking, they use internal and exter-
nal sources, personal and impersonal. The survey de-
tected the Internet as the most frequently used infor-
mation source, although consultation with colleagues
was characterized by the most relevant source. Again,
consultation with colleagues was not considered the
most frequently used source due to the influence of the
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nature of the work. In the case of protocol developers
and cryptographic algorithms, the confidential nature
of the work prevents the exchange of information with
other colleagues. Network security experts and profes-
sionals working in cryptographic hardware and firm-
ware development describe peer consultation and the
sharing of information as relevant. The frequency,
however, will depend, in the case of development, on
the stage of the project.

Regarding information use behavior, the research re-
vealed that the most frequent use of information is for
"Problem solving" and for "Learning". The "Sharing"
and "Storage" of information occurs very often among
network experts. This sharing and storage is done
through the organization's internal databases, where the
problems and their solutions are registered.

Some general observations about information behavior
should be highlighted. The needs and uses of infor-
mation must be examined within the professional, or-
ganizational and social context of users. Information
needs vary according to the user's profession or social
group, their demographic origins, and the specific re-
quirements of the task it performs.

In the process of observing informational behavior, it is
possible to find certain regularities that, because they
are quite uniform, make possible the generalization.
Some of the behaviors observed in the professionals
selected in the research can be generalized. An exam-
ple is the behavior observed in those who work on pro-
jects. According to the interviewees, the searches in-
tensify at the beginning of the project and tend to de-
cline during the project. In the case of professionals
who work in network technical support, this infor-
mation seeking is constant and regular over time.

From the identification of this behavior, how infor-
mation needs arise, how information is sought, what
information sources are used, what criteria are used to
select those sources, and what are the possible uses of
the information, it was possible to verify that this be-
havior is not only diagnosable but may also be im-
proved.

The results show that it is possible to improve the ac-
cess of these professionals to the information they
need, making available the most relevant and reliable
resources and sources, as well as creating portals that
gather all the information, bibliographic references and
links that allow this information to be found.

Knowing the information needs enables the adequacy
of the information collections of the organizational
libraries to attend not only to the general needs of these
professionals, but also to the demand for specific in-
formation.

The planning allows investments to be made in a ra-
tional way, prioritizing the acquisition of the most fre-
quently used publications, the signing of publications
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and the most important sites. From the data collected in
the research it is also possible to create plans and train-
ing programs to meet the information needs of these
users. The results of the research may also support the
elaboration and plans and public policies for the infor-
mation security sector and the accomplishment of fu-
ture works.

5 Conclusion

This paper presents a proposal for a methodological
procedure based on the Choo et al. Integrative Model
(2000). The general objective of the research was to
analyze the informational behavior of experts in infor-
mation security and cryptography. To reach this goal, a
group of professionals that are members of the Brazili-
an information security and cryptography community
was selected for the research. Initially, the profile of
these professionals was identified based on the collec-
tion of some demographic data. The informational
needs were detected from the activities carried out in
their daily work. Next, the information seeking behav-
ior was evaluated through the identification of the main
information sources used by this group of profession-
als. These sources were evaluated according to fre-
quency, relevance and reliability criteria. Finally, the
use of information was identified through the analysis
of how professionals use the information selected.

The procedure proposed in the research, of a mixed
nature (quantitative and qualitative), was applied to
information security and cryptography professionals,
through the application of questionnaires, to the survey
of the quantitative or quantifiable aspects. Interviews
were applied to survey the subjective or complex as-
pects of the behavior. These aspects, which are difficult
to collect through questionnaires, either by the exten-
sion, complexity and subjectivity of the answers, can
only be collected through a detailed description of their
activities and through the materialization of the feel-
ings lived at the moment of the perception of an infor-
mation need. The documentary research allowed to
identify some aspects associated to the tasks carried out
by information security professionals, such as the dura-
tion of research projects, composition of teams, reports
and project documents and organizational structures.
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Appendix
Figure 3
| What they do | | What to survey | | How to survey
Gender / Age
Information Security ) - . ) Occupation Questionnaire
Professionals Profile Information Security Education > Part 1
Experience
Questionnaire
Information Taylor's Needs Classification (1968) Main activities of Part 2
Need —{ (Visceral, Conscious, Formalized, —{ Information security —
Adapted) professionals Interview
Part1
Ellis' Seeking Model (1989):
1) Starting: Search in sources Main sources . .
2) Chaining: Relating sources according to: Que;nongalre
Information > 3) Browsing: Semi-targeted search > art
Seeking 4) Differentiate: Filtering of sources 1) Relevance Intervi
5) Monitoring: Track sources 2) Frequency of use nPer\:u;w
6) Extracting: Explore sources 3) Reliability ar
7) Verifying: Accuracy of fonts
8) Ending: Final Conference
Taylor's Use Classification (1996):
1) Enlightenment
2) Problem Understanding Questionnaire
Information 3) Instrumental Main uses: Problem Part 4
Use 9 4) Factual —| Solving, Storage, —»
5) Confirmational Sharing, Learning Interview
6) Projective Part 3
7) Motivational
8) Personal or Political

Figure 3. Methodological research procedure
Source: The author (2013)
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Table 1
At least At least I'm not
TOPICS OF INTEREST At least once once a At leastonce Al least once once a interested
a day a month per semester . -
week year in the topic
Cryptography 32,6% 18,6% 14,0% 18,6% 11,6% 4,7%
Developme_nt of hardware and/or cryp- 22,0% 7.3% 7.3% 17.1% 14,6% 31.7%
tographic firmware
S_ecurlty of commuqlcatlons and opera- 29,5% 25,0% 15,9% 20,5% 2 3% 6.8%
tions (network security)
Risk a_naly5|s a_md management of in- 14,0% 23.3% 25.6% 14,0% 14,0% 9.3%
formation security
War and cyber defense 9,5% 23,8% 16,7% 16,7% 4,8% 28,6%
E)_(pertlse and investigation of cyber- 5.0% 22.5% 12.5% 15,0% 15,0% 30,0%
crimes
Digital law 4,9% 12,2% 12,2% 14,6% 22,0% 34,1%
Policies, plans, security standards 16,3% 14,0% 14,0% 18,6% 20,9% 16,3%
Info.rmatlon security applied to infor- 27.3% 27.3% 9.1% 22.7% 9.1 4.5%
mation systems
Table 1. Seeking frequency by topic
Table 2
TYPES I do not
Extremel .
OF INFORMATION SOURCE y Relevant Ofsome | olevant  use this
SOURCES Relevant relevance
*) source
IP Colleagues, specialists and researchers 55,9% 32,4% 11,8% 0,0% 0,0%
El Magazines and specialized books 50,0% 44,1% 2,9% 0,0% 2,9%
El Scientific papers 47,1% 32,4% 11,8% 0,0% 8,8%
El Specialized sites 47,1% 38,2% 11,8% 0,0% 2,9%
El Conferences / workshops / courses / events 41,2% 47,1% 5,9% 0,0% 5,9%
El Search sites (Google, Yahoo, etc.) 38,2% 44.1% 14, 7% 2,9% 0,0%
IP Personal electronic records or documents 38,2% 29,4% 17,6% 5,9% 8,8%
Ep E-m_all (as |_nformat|0n source on infor- 35.3% 26.5% 35.3% 0,0% 2.9%
mation security)
El Conference Proceedings 32,4% 41,2% 14,7% 0,0% 11,8%
I _Internal (_:o_rp_orate site, internal portal, 17.6% 23.5% 32.4% 5,9% 20.6%
internal wiki, internal system
El Electronic Forums and Mailing Lists 14,7% 44,1% 20,6% 2,9% 17,6%
Table 2. Relevance of each type of information source
* | — Internal E — External P — Personal | - Impersonal
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Table 3
Extremely rele- Of some | do not
CONFERENCE / EVENT Relevant Irrelevant know this
vant relevance
event
Asiacrypt 2013 16,3% (7) 25,6% (11) 16,3% (7) 0,0% (0) 41,9% (18)
Crypto 2013 30,2% (13) 20,9% (9) 11,6% (5) 0,0% (0) 37,2% (16)
Cryptographic Hardware and Embedded o o o o 0
Systems (CHES 2013) 12,2% (5) 22,0% (9) 19,5% (8) 4,9% (2) 41,5% (17)
Eurocrypt 2013 25,6% (11) 27,9% (12) 14,0% (6) 0,0% (0) 32,6% (14)
Sjrrr:?r?irt Security & Risk Management 2.3% (1) 34.9% (15) 16,3% (7) 47% (2) 41.0% (18)
'Z%fffec World Conference & Expo 6,7% (3) 37,8% (17) 17,8% (8) 44%(2)  333% (15)
20th International Workshop on Fast 0 0 0 o 0
Software Encryption (FSE 2013) 9,8% (4) 26,8% (11) 17,1% (7) 0,0% (0) 46,3% (19)
Public Key Cryptography 2013 12,2% (5) 34,1% (14) 17,1% (7) 0,0% (0) 36,6% (15)
RSA Conference 2013 23,3% (10) 37,2% (16) 16,3% (7) 2,3% (1) 20,9% (9)
Table 3. Conferences and events
Table 4
= > S § S .E
SOURCE = e~ = 2 = 288 §
TYPE * INFORMATION SOURCE S é 5 % § g ‘3 % §
= 3 Scg
El Search sites (Google, Yahoo, etc.) 85,3% 8,8% 2,9% 0,0% 2,9% 0,0%
Ep E-m_all (as _|nformat|on source on infor- 52.9% 23.5% 14.7% 2.9% 2.9% 2.9%
mation security)
IP Personal electronic records or documents 47,1% 14,7% 14,7% 8,8% 2,9% 11,8%
IP Colleagues, specialists and researchers 44,1% 38,2% 14,7% 0,0% 2,9% 0,0%
El Specialized sites 41,2% 38,2% 8,8% 8,8% 0,0% 2,9%
I Intern_al_ c_orporate site, internal portal, inter- 41.2% 11.8% 8,8% 17.6% 0,0% 20.6%
nal wiki, internal system
El Papers 35,3% 14,7% 26,5% 8,8% 2,9% 11,8%
El Magazines and specialized books 32,4% 32,4% 23,5% 5,9% 2,9% 2,9%
El Electronic forums and mailing lists 23,5% 26,5% 17,6% 8,8% 2,9% 20,6%
El Conference proceedings 11,8% 17,6% 14,7% 265%  14,7% 14,7%
El Conferences / workshops / courses / events 8,8% 11,8% 20,6% 265%  26,5% 5,9%
Table 4. Seeking frequency by type of information source
* | — Internal E — External P — Personal | - Impersonal
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Table 5
- | do not use the in-
Dail Weekl Monthl Semester Yearl
INFORMATION USE y y y y formation for these
purposes

Problem solving 63,6% 22,7% 9,1% 0,0% 4,5% 0,0%
Learning (acquiring  new 59,1% 27,3% 9,1% 0,0% 4,5% 0,0%
knowledge)
Sharing (sharing with other 36,4% 31,8% 22.7% 4,5% 45% 0,0%
professionals)
Storage (for later use) 27,3% 45,5% 18,2% 4,5% 4,5% 0,0%

Table 5. Frequency of information use
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